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Type Of Protection

» Periphery Protection?
« Server Protection?
« Endpoint Protection?

« Accessibility

« Availability
Backup
DLP, Risk Management
Discovery




Solutions

The Cyber Security Experts

Brands Description
%1 SOMANSA Data Leak Prevention

(© falcongaze User Behavior Analysis

EMSISOFT Anti-Malware (Behavior based Prevention, Al APT, EndpointSecurity)

N\ varoniIs

vembu

Backup & Disaster Recovery

Acronis
v
Netop

E The Mail Smith

Right n Write to reach

Data Discovery, Protection, Classification, Threat Detection & Response, Compliance

Vulnerability Scanner & Assessment, Penetration Testing

Data Backup & Disaster Recovery
Automated Data Backup

Secure Remote Access

Bulk - Mail blast tool with automation andanalytics

7 N
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Somansa: Privacy-i Endpoint DLP

Privacy-i and Data Security Process

« Privacy-i protects sensitive data at rest

- Privacy-i is designed to follow phases set out in the data protectionslaws

D I SCOVE R Sensitive Data

PREVE NT Data Breach

@ somansa

REPORT

= Scan and Locate sensitive data
(PCs, Servers, Databases)
= Encrypt or Delete Data

Central Data Management

« S

|
Employees
#% o Console
m\} 1
Strategy 1
-Define, Who, What, Where Sensitive Data
Stored.

- Complete visibility of sensitive data within
the organization

*Prevent data breach via removable
storage,
printer, network services(e.g.

Strategy 2

-Create breach prevention policy tuned for
each organization

-Monitor for policy violations, block
unauthorized use of removable disk, printer, or
upload on the internet

=sReal-time Alerts ofincidents
*Event logs and forensic
evidence

Strategy 3
-Real-time event monitoring, log
analysis,

user/file activity analysis help
security team

to detect, respond to potentialbreach
-Audit trail for compliance



@ somansa

Somansa; Mail-1 Network DLP

Mail-i: E-mail & NetApps Control/Monitor

NIR A dJ

#  Mail-i protects sensitive data in motion
- Mail-i Logs outgoing data in a real-time (email, social media, messenger, cloud service, etc)

P Mail-i data Logging & Granular Control

Cloud Storage

E-mail(SMTP, POP3, Instant Messenger(Web, Social Media

IMAP) Apps) -Logs uploaded contents -Logs transferred data
-E-mail data logging(real-time) -Support popular messengers ~ -Access, Writing, File ~Control over various Saas
-Access, Writing, File transfer -Access, Wntmg, File transfer ~ transfer

Evemote

PolicyRules

SSL o HIPAA =
_ 4 Trafficis decryptedand PCI-DSS [ |
Traffic forwarded (overhead) GBLA [ |
Privacy Laws
—(
vy R — A=
S/W Mail-i Module
v Data Preventionand

Relay of traffic
(overhead)
Client PC .




SOMANSA’S STRENGTHS Ea YR

@ Do you want to use only - - _ -
cts, One view
approved USB? —

Unauthorized USB = READ (X), WRITE (X)
Authorized USB = READ (O), WRITE (O)

_ | Central Management |
# Must obtain approval to .

All products carjibe managed byone

central console

transfer files SOMANSA Request  Set Block/Allow
Unauthorized transfer of data from approval  Policy/ logs andcopied
Apply files

desktop PC is blocked without

permission / approval

Fast Search & Report Big Data
Return search results in max. 3 minutes

(in millions of logs / more than 30

keywords)

What if there’s sensitive data in the image ?
Sensitive data in image file can be detected as OCR

feature (Optical Character Recognition)




Structure of SOMANSA’s DLP

@ somansa

Integrated Policies

DASHBOARD REPORTS INCIDENTS

Top Users

Y Filter v

Total

9,113

O Privacy-i
= Channels

« Online/Offline [# Online ¥ Offline
Details
Copy Prevent+
Upload Prevent+
Print Prevent+
Clipboard Prevent+
Shared Folder Prevent+
Application Control

Media Control

PC Security

POLICIES

Detect

Discs

Endpoint

Network

Pass
Pass
Pass
Pass
Pass
Pass
Pass

Pass

Control

Control

2 Control

Control

Control

Control

Control

Control

() Maili

= Net App to Control

Agent
Policy Type

Net App Settings

default(120250181) |

_) Control @ Prevent

Electronic Mail (012 )
[IBody/File Content

Web Mail (012
[IBody/File Content

Instant Messaging (08 )
Remote Access (0/1)

Networking ( oz

Social Network Service (0/13)

File Storage and Sharing ( 08

Personal File Sharing ( o1

Integrated Management Control

Ordel Pattern Name:

:  ALL:Confidental Data [

& ALL: Corporate Financial Information [
ALL: Credit Card Number
+  ALL: Customer Code
5 ALL: Customer Data [
¢ ALL:E-Mail
& ALL:Employos Code
= ALL: Employee Data [
& ALL:IP Address

+  ALL:Merger and Acquisition Agreements (3
= ALL: Sales Information [
¢ BR:Cadastro de Pessoa Fisica

BR: Cadastro Nacional Pessoa Juridica

©  MX:Clave de Elector

_Approval Detection Rule Select

Recipient E n\ai\|

Sender E-mai |

Recipient E-mail [ | sender E-mail G

[Jchat  []File Transfer
[JBody Content

[OBody/File Content

Include URL (B Exclude URL [

[JBody Content  []BodyiFile Content
[JFile Transfer [ Body/File Content

[JFile Transfer

NIR AJ



SOMANSA | Who we are ?

&

Over 20 years experience

Leader in Data Security

@ somansa

[ 2

World’s Top 10 Gartner

2000+worldwide

customer Magic Quadrant

CENTER BANK & eh Y ‘ .
NQK!A. | @ cENTER| s @ bank m ' Gartner Magic Quadrant
e DHIUPS = 1ITIDAl . ,
SIE‘MENS ' , O LG cUsIMFG p,udenu,; @nmncm Listed as the world’s Top 10
, : TEIQSP QOQGC Standerd Chartered § Enterprise DLP solution in
B 'M'\“d‘" Gartner Magic Quadrant (16-17)
3 ! ( Out of 100+ Products )
N o= Gartner
Magic Quadrant it
o019 .
Enterprise DLP SC Magazine UK

Re; ;,nl ation

Forrester Research

[FORRESTER

Endpoint DLP Product
Review  ### e

4.5/5.0 Rating

Global Top 10DLP,
Top 7 Content-Aware DLP

NIR A& J
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L Y falcongaze™
SecureTower— DLP +UBA

« Control of Data Transfer Channels

« Detection of Sensitive Data Content

« Data Leak Prevention

* Incident Response

 Productivity Analysis | Employee Monitoring
 Archive of Intercepted Data

« Extensive & Custom Reports

« Modular, group wise access for policies & reports




L Y falcongaze™
SecureTower— DLP +UBA

Solution for

« Control of confidential information
Control of remote workstations
Detection of internal threats
Incident investigation

Business processes optimization

Productivity Enhancement | Monitoring of Employees | UBA

« Management & HoD get full picture of employees’ working to adjust distribution of tasks,
terms, build effective project teams

* Improve Productivity

« HR Reports

Archive of Business Communication

 All data on move are saved. Even if they are deleted from a particular workstation, they will
be available and restored, if necessary.




L Y falcongaze™
SecureTower— DLP +UBA

* SecureTower
« Information security
« Risksmanagement
¢ Optimization of workflows

« Functions
* Monitoring of employees
- Data leak prevention
« Archive of Business Communication

» Security Features
« E-mall
+ Messengers
« Social networks
«  Web activity
e Cloud storage
« Applications
« Personnel control
¢ Workstation control
» Workstation indexing
« Personnel interactions Reports




L Dfalcongaze™
SecureTower— DLP + UBA

SecureTower controls data-in-use, data-at-rest and data-in-motion
Network control

~__ Mail processing server s5)  SPAN-port €& ICAP-server
2L TEws (s Exchange) == - WEB J
=% . pop3 —— —
« SMTP * Messengers
. IMAP - FTP
Data discovery Endpoint control

Endpointagents

« Fullarchive of all interceptdata '
g: * Indexing files » Mail, WEB
@} + Search engine + Messengers

- Security center & Reportsengine + External devices, Printer

+ OCR, Voice, Identity » FTP(S), Apps, Torrents
« Credit Cards, PAN, Aadhar, Account * User activity
}...‘ E-mail El Workstation control
* Protocols: POP3, SMTP, IMAP,MAPI e Scanners
- Mail servers: Microsoft Exchange Server, Lotus e Printers e Externaldevices
Notes, Postfix, Sendmail - CD/DVD + Clipboard
* Web-based: Gmail, 0365, Yahoo.Mail, and other
é 2 Cloud storage X Social networks
1 « Clients: OneDrive, iCloud, Google Drive, Dropbox, « Integrations: Facebook, LinkedIn, Vk.com
Yandex.Drive < Other: blogs, online chats, forums

« Web-access: all NIRAJ



© falcongaze™

SecureTower— DLP +UBA

Capabilities. Components

SecureTower
Local network
B I, I
| - = Ex
Recognition index Security - g
Server Server Server Y
Intercoption
Server
Internet
D) F r
Administrator Mail peocessing 0
Console ‘ / Server
/
(Y 5 r
: Central Server ‘
Socurity Offices CAP
Console Server




L D falcongaze™
SecureTower— DLP +UBA

3=® |ocalhost

W Getting started

Information search Complex search File systems monitoring

‘3 | ®

User activities Reports Security policies

E Il
&=
| =
Audio/video monitoring Investigations Risk analysis

(T,

NIR A& J



© falcongaze™

SecureTower— DLP +UBA

File View Search Tools Help

3 Connect to server User activi Information search Com search File ems monitori: @ Re Center Security Center m Audio/video itori m Investigation Center
. g 3 =]
= ing Jxl@"ﬂ_ mmxl@UseractivﬂyX[
] User list | User activity report & Miller Ted
&, All users v | = View mode v | & Refresh [ Today = Past 2 = Past 7 [ Past 30 days | [ Date range & Refresh i Save Relations view: Graph v _
&0 o o
I Find user ~
Ackibatiatar A @ Ll 8 &) g (~) Unidentified phone accounts (1) <]
In-built system administrator ’ User data Messengers Files User data Messengers
© 20386718 i i . +79523476522 @1
= Jarman Robbert = =z
HR ~ Unidentified Viber accounts (1) b ~ Unidentified social networks accounts (2) i
robbertjarman@gmail com User data Messengers User data Messengers
@ 64535661877 &2 B3 hitos//wwaw facebook.com/1874008906€ w1
LPT-DELL-PJ Pankaj
https://www.facebook.com/10110089066 1
pankajokk@gmail.com. pankaj@panzerit.com. th i =
= *2=B=Bct=’ 2¥'3 ‘@Yefm, e S ~ mails -
BB cEntsesom 3t 7 [@ U o Rﬂ] [~ Identified users (4)
BmSicExtze® User data Maiis
notification=kjdpju3pSud_@facebookma i Sy e Hscpduia
s ite Helen
: € x [7] welcome@linkedin.com = Purchasing Manager
LPT-HP Pankaj [ messages-noreply@linkedin.com =_: ‘ I Wilson Katharyn
[] update+kidpju3p5Sud_@facebookmail.cor % e
: = Jarman Robbert
[ account-security-noreply@accountmicre 5 HR
Mendes Lacna [ nick_3344@gmail.com = Mendes Leona
Secreta
Secretary [ regfoxy@it-consuit.com =: I@ Unidentified Skype accounts (5) m] -
leonamendesS@gmail.com
/ User data Messengers Files
e [~ Unidentified ICQ accounts (2) =] © hriogytech @4 -
IT Manager User data Messengers Files ©) piggi -2 -1
ted.miller78@gmail.com &8 653392528 -1 o ©) kapur w1
123423568 1
PIT-APP-SRV.PANZERIT.LOCAL A... @ — © taiya 87 -
I\ v rhina T | ek
< >
o v 0 Daily activity | Activity statistics | User relations |
— W — — —=e] o —

~ L pe—



S D falcongaze

SecureTower— DLP +UBA

File View Search Tools Help

4 Connect to server @ User activity Q Information search Q Complex search Q File systems monitoring @ Reports Center . Security Center T2 Audio/video monitoring [bmglnves;gatmn Center|

]Gettingsnrted x l@ReponsCenher x I@Useractivhy x l

LUserlist ILUuractivnyrepon & Mendes Leona

&, All users v | @ View mode v | & Refresh (B Today =i Past2days = Past 7 days mDatcrange & Refresh uSwe“

I Find user ] 2 N
l Date Mails Messengers Files Web

Other activities

Administrator =Y g0
In-built system administrator | 10%

. 112
- Jarman Robbert

HR 1 00
robbertjarman@gmail.com | 12

url

0

1
2

]

urls
LPT-DELL-PJ Pankaj url:
pankajokk@gmait.

*=B=Djces’
i€

»>
»>
= = 2 urls
13 = 2 search queries

14%®

15% =) 11 urls

LPT-HP Pankaj

-

16%° W% 2 files

17 £7 1 mail = 1 file
Recsived: 1 & 2 files

Miller Ted
IT Manager
ted.miller78@gmail

18% = 3 urs

PIT-APP-SRV.PANZERIT.LOCAL A...
19% 71 2 mails = 1 file = 2 search queries

Sentr 2

a8l 3 screenshots
(5 39 minutes activity
B 178 keys pressed
(e8| 3 screenshots
(5 25 minutes activity
595 keys pressed
& 2 screenshots
© 17 minutes activity
213 keys pressed
=8 3 screenshots
(L 24 minutes activity
1139 keys pressed
&8 3 screenshots
(b 43 minutes activity
583 minutes activity
B21211 keys pressed
a8l 3 screenshots
(& 26 minutes activity
=311 keys pressed
(5 1 minute activity
58 1 minute activity
4 copies to clipboard
48 keys pressed
(e8| 2 screenshots
(& 24 minutes activity
585 minutes activity
=1 key pressed
@ 2 screenshots

FEAD cntniobine ~rbiabes

| D pe

- v B Daily activity | Activity statisti User
-

—sanol — =




© falcongaze™

SecureTower— DLP +UBA

[} Falcongaze SecureTower Client console = | &?
File View Search Tools Help
$# Connect to server | 4! User activity Q Information search &, Complex search &, File systems monitoring ¥ Reports Center . Security Center T2 Audio/video monitoring Im\i Invest:g-;:t:o:(?é;t;

| 5] Getting started XAI @ Reports Center ‘

Q,_ Generate report &9 Add v € Modify & Delete @ i save | & print
Name
@ 7 L . .
& (SReports iall m  Activity time

¢9. My reports [ - All users Modify

= ¢S Predefined reports - Report type: Total / Activity time Maodify
3 ¢9.Consolidated reports Reporting period: All time Modify

@ Consolidated report

= ¢9,Personal reports PIT-APP-SRV.PANZERIT.LOCAL Administrator

[&]Personal report LPT-DELL-PJ Panka
& {SiSecurity Center reports

. Wilson Katharyn
A Security center report

@ (9. TOP-reports 7 Mendes Leona
= ¢S, Clipboard Jarman Robbert
w Clipboard copy counter White Hel
White Helen
= {3, Desktop activity
& Activity time Miller Ted
# Average activity time LPT-HP Pankaj
¥ Average end time PIT-VM-PC1 VM '7 00:33:43

¥ Average idle time
@ Average start time
@ Average working time
¥ Idle time
® Working time
= (2 Files from devices
¥ USB file counter
@ USB file size




EMSISOFT
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What is Malware

Y Al
Computer Program
P s X I P
Software Malware
Operating System Applications Virus Ransomware
p S p p
3::3:: Linux MS Office Antivirus Trojan Phishing
SN ) - p ) _— e SN
V e W Ve N > e N | Y g
Mac Android Adobe Angry Bird ‘;’;:::: A‘;’;‘:’;‘;
Y S Ny’ N ) )



N EMSISOFT
EmsisoftAnti-Malware

ANTIVIRUS NOT ENOUGH, YOU NEED ANTI-MALWARE

| EMSISOFT

—
Unique: Dual-engine Anti-Malware Advanced: Cleaning and
malware scanner restoration capabilities

The core: 4-layer protection
incl. Anti-Ransomware

* No bloat: Easy to navigate,
lightweight to use

Quarantine

Hourly updates: Against Updates RO Extended logs to look up
300,000 new threats Last umsare se e ac k oo St i
every day Slass S isdew 02000 Reoew Yeul LT 0

SECURITY NFWE: 1o 10 pertor= rezisl neerowal oF | P 26 amsa Q

Outstanding: Quick and
helpful customer support

Security knowledge articles
and outbreak alerts

.

Ultra-fast: Malware scans
in about 1 minute only!



N EMSISOFT
EmsisoftAnti-Malware

NIR A J

© www.av-comparatives.org

-lll
\
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EMSISOFT I 11
Trend Micro Il 13
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Kaspersky IHEG—
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- = Compromised
Fortinet [N 77 88% == User dependent
BullGuard | so == Blocked
escan [N = EMSISOFT " False Positives
avc I 159
Mcafee [N 174
avast [ 201
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N EMSISOFT
EmsisoftAnti-Malware

Stops Ransomware. Before it encrypts your files.

Emsisoft’s Anti-Ransomware protection layer is custom-built to detect behavioral

patterns of ransomware attacks and stop them before your files can be encrypted.
Other anti-ransomware solutions rely on detection of repeated encryption, so your
most valuable files may alreag

Engine 1 /  Duplicate Engine 2
signatures for
focus on i the same malware focus on

mainstream | are avoided for unwanted

threats . lower resource programs
: usage



vembu

[EBDR

Comprehensive Backup & Disaster Recovery with

Vembu BDR Suite

vmware Microsoft . redhat

PARTNER GOLD CERTIFIED

TECHNOLOGY P .
ALLIANCE *J/”.A rrner TECHNOLOGY PARTNER




Few of Vembucustomers

3, 2 e Q

100+ countries 4000+ partners 60000+ businesses 24/7 Support

O
FU]]TSU m W D @ dxCitechnology

FIRE & MARINE INSURANCE

. - ' v A

oS i LNXK Apergy
¢ e,

NITCO ‘!NT!QRI_LII'[ ﬂk 'r‘ou:}o EXCELLERATE

IONAL C RESEARCH z
INSTITUTE FOR THE SEMI-ARID TROPICS g'!"t(‘!‘h‘"s‘!! o o

AAAAAAAAA




VMware Backup & Replication - VMware vSphere ESXihost/vCenter Server
Hyper-V Backup - Hyper-V Standalone host, Cluster, CSV & SMB
Windows Image Backup -Windows Servers & Workstations

File & Application Backup - Files/Folders on Windows, Linux, Mac, NAS & MS-Apps

Offsite DR -Replicate a copy of your backup data to Remote/Branch Office .'E

NIR A J




Hybrid Cloud - Replicate a copy of your backup data to Vembu Cloud

Office 365 Backup -Backup Office 365 mails, calendars, contacts & onedrive to
Vembu Cloud

G- Suite Backup - Backup G-suite mails, calendars, contacts & drive to Vembu
Cloud

BDR 360 - Centralized Monitoring Tool

NIR A J




I Customer hosted deployment

Backup data is stored in the customer’s on-premise storage.
For additional data protection, a secondary copy of backups can be replicated to:

e Customer’s Offsite (Remote/Branch office)

e Service Provider’s site

H Service Provider Site / Customer DR Site li

v

' s
= e @ wan (] ~
D I I i Secondary copy Iml (or) ‘
AR

BDR Backup Server ' - Offsite DR Server  Vembu Cloud /Own Cloud
o I AlsoAvailable:
o < I Service-Provider hosted Deployment
=

] Sackup Sorge I Vembu hosted Deployment




Recovery Time Objectives (RTO)

Vembu offers Industry best RTO which is less than 15 minutes.

\

“ *
Quick VM Recovery § Instant File Recovery
\
\_\\

~/

\ \
) 7 ] .
de Fail d Failback Explorer for Microsoft Exchange,
\ .EL@: allover and railbac \ @ / SharePoint, SQL and Active Directory
\ L ] ® o \\
\ \

TRUSTED BY OVER 60,000 BUSINESSES




Recovery Point Objective (RPO)

Vembu offers near continuous data protection without affecting the production data center.
e Automated Backup & Replication scheduling
e Backup frequencies starts from 15mins k\

e Soyou can assure RPO less than15 mins

TRUSTED BY OVER 60,000 BUSINESSES




Automatic Backup Verification

Backup data should be recoverable. If not, it is worthless. Vembu provides the ability to run
automatic backup verification for all backed up VMs and physical machines

e  Backup verification can be automated to run post completion of /
every backup schedule or once in aday. N

e Inthe process, booting of backed up VM or physical machine will .
be carried out and screenshot of boot screen will be captured. '
This screenshot details will be sent to administrators via email.

nmp
nmp

TRUSTED BY OVER 60,000 BUSINESSES




Efficient Storage Management

Vembu BDR Backup Server utilizes VembuHIVE™ file system to effectively manage storage
repositories. VembuHIVE™ is an efficient cloud file system designed for large-scale backup and
disaster recovery application with support for advanced use-cases. VembuHIVE™ can be defined as a
filesystem for filesystem .

e  Supports SAN, NAS and DAS \

LN '
\
\
e Automatically scale up/out the storage devices \
)
e In-built version control and error correction

e In-built Compression & Deduplication

Encryption

Migration Plan (P2V, V2V & V2P)

TRUSTED BY OVER 60,000 BUSINESSES




Hybrid Deployment - Scenario 1 (CloudDR)

WAN

PN Cloud DR - - - -

Vembu BDR Backup Server

Setup DR site in your local environment and backup via LAN connectionsand send another copy of
backup data to Vembu Cloud via WAN connection by signing up to Vembu CloudDR service

Y\

TRUSTED BY OVER 60,000 BUSINESSES NIR & J




Remote office/Branch office

VMBackup -—— -

[} imageBackup >

Dl s T

B NetworkBackup________| L

VMBackup ——— -

[EYimageBackup ----+

OffsiteDR Server

BDR Backup Server

D il s L

= NetworkBackup, > -

Setup Vembu BDR Backup Server and Vembu OffsiteDR Server in both Remote
office and Branch office and sync backup data between both the locations

TRUSTED BY OVER 60,000 BUSINESSES NIRAJ




All-in-one Backup @ || @ One Edition forall
Solution Businesses
QuickVM ® Hybrid Cloud Deployment

Recovery

Top 10

@ Patented In-House File

Scale-Out Storage @

Repositories Reasons to Choose System
vembu
Cross Platform (@) Universal Recovery Tool
Recovery
24/7/365 Free — ———— @) Affordable Pricing
Support

TRUSTED BY OVER 60,000 BUSINESSES




Acronis - -

OFFICIAL PARTNER

New Generation Data Protection

Previly ¥

AR

NIR f&J


http://www.acronis.com/
http://twitter.com/acronis
http://twitter.com/acronis
http://twitter.com/acronis
http://twitter.com/acronis
http://twitter.com/acronis
http://twitter.com/acronis
http://twitter.com/acronis
http://twitter.com/acronis
http://twitter.com/acronis
http://twitter.com/acronis
http://twitter.com/acronis
http://blog.acronis.com/
http://facebook.com/acronis

Acronis: 15+ Years Protecting Digital Lives & Businesses Worldwide

5,000+

petabytes of dataunder

Acronis protection EU ROPE 40% AMERICAS 400/0 APJ/M EA 20%
QD = Panasonic SONY

50 y OOO+ 10 0 000+ Auodi Deutsche Bank

partners cloud partners

500,000+

. @ AIRBUS
business customers

axel springer F

5,000,000+

consumer customers D F Singlel

=N TESCO ric ' FOODSTUFFS
50,000,‘0004-' 'l NORTH ISLAND

OEM Iicense_'s

W _




Acronis Hybrid CloudArchitecture

Unified Centralized Data Protection
Web-based User Interface Deployed On-premises or in the Cloud

Any Management

Management software deployed and controlled independently, enabling control of data protection
by customer, service provider, vendor, partner, or 3rd party from public/partner/private cloud or customerpremises

Any Protection  Any Deployment Any Workload Any Storage Any Recovery
. . CLOUD CLOUD v' Data Recovery
- ArChIVIng v File Recovery
sl Microsoft A v Mailbox & E-mail Recove
L cronis v
3 BaCkUp W Azure . ol Microsoft v Database Recovery
) 0 amazon "M Azure  rpjseTp v’ SystemRecovery
. Cloud Storage PUBLIC EUFTL‘g-ﬁE 1) Office 365 amazon v Bare-Metal Recovery
CLOUD B 1 websenites v Active Restore
o Disaster Recovery T ¥ Instant Restore™
e ON-PREMISES ON-PREMISES v vmFlashBack

v’ Dissimilar Hardware
Recovery & Migration

v P2V,V2V, V2P, P2P

v P2C, V2C, C2C, C2V, C2P
Physical Data Shipment
Cloud DisasterRecovery

Replication

High Availability

Q e-Discovery
(((O File Sync and Share SN H =G greench

2 A
('} PHYSICAL
ap

CLOUD o8 X VIRTUAL

- .
EE = E,’ APPLICATIONS

L
[ 4 Iﬁl =8 VOBILE




Acror“S BaCkup CIOUd New Generation

Data Protection for:
A powerful, hybrid cloud backup solution for service providers that

protects more than 20 platforms and lets them quickly realize *  Market leading Hypervisors

incremental revenues with zero upfront costs and a pay-as-you-go +  Market leading Clouds

business model. +  Market leading Operating
Systems

== Microsoft «  Market leadingApplications

«  Office 365 Mailboxes
windows | Windows sQL Active Office *  Mobile workforce
Server PC Exchange Server Directory Hyper-V 365 )
«  Web sites

o ORACLE’ V é&; 9

VMware g’éa\(;,l\ﬁ Red Hat Citrix

Server Virtualization XenServer

A

s
amazon
webservices

vSphere

1) «
Amazon Linux : :
- H -




Acronis Global

On-Prem Solutions

14 Acronis Cloud
Data Centers now

Innovative Technologies,
Fastest Backup & Recovery

Strong presence in Asia-Pacific:
Singapore, Japan, Korea, Australia

Ok Sl OF ¢

AUSTRALIA

(@) soors | (B) sy,

e | @mme @me | @

NIR A& dJ
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SecPoint® Penetrator™

« 64 Bit High Performance

« Scans Local & Public IPs

« Best Vulnerability & Assessment Scanning
« Easy Solutions to found vulnerabilities

* Virtual VMware & Hyper-V Support

SecPoint® Cloud Penetrator™

* Web Vulnerability Scanner
SQL Injection, XSS Scanning
Scans Websites, Webshops, Firewalls
No Software Required
« SCADA Vulnerability Scanning
11 Scan Profiles

SECP<INT




« > C o © | £ https://192.168.1.2/spscanjwelcome php oo ﬁ”O\Search n O B @' =

PENETRATOR™ v iR

VULNERABLLITY ASSESSMENT & WIFI PEN TESTING

SecPoint® Penetrator - Vulnerability Assessment & WiFi Pen Testing

List of Vulnerability Scans

Al Prc

Statistics

¥ Tickets

Date Scan Name Profile Progress Options

sl o

Cloud Users

Scan Distribution - 16-06-2020 ﬁ LAN4 Quick Scan Complete @ High 1 7 . ~ @ B 99:‘@@
| 16062020 § s QuickScan  Cancelled @ low o 0 5 B @@=y
| 11062020 § Best Scan Complete @ High 2 i o EREE=HW

WiFi Pen Test

17-06-2020 ﬁ LANS Quick Scan 3% Processing.,  Low 0 0

Network Setup

Update

S \ C 06-11-2019 § cmoz Best Scan Complete @ High 1390 1782 4106 2 @@y
| 28:10-2019 § cm 25002000 2 BestScan Complete @ High 380 1322 3 673 @ '}}: ®E ;ﬁ}@
- 21.08-2019 § ves 21082000 Best Scan Complete @ High a2 2138 958 '3 @@@
- 21-08-2019 j MServers_21-04-2020 Best Scan Complete @y High 1084 243 1 484 @ > @@ m@

21.08-2019 § Fun2r-08-2018 BestScan Cancelled @ High 3 1 i 12 EREE@=Gu
19-08-2019 § run19-08-201 Best Scan Complete @ High 1 7 ! 7 ER@@=dn
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Features and Benefits

SECP<INT

No Data Collection, Backdoor Free

11 Scan Profiles, HIPAA,OWASP
top 10, Prepare for

PCI, Firewall Scan, SCADA &more

Launch Real Exploits

Advanced AuditOptions

Schedule scans daily, weekly,
monthly

Prevent Hackers ToAccess Your
Server

Vulnerability Scanning

VulnerabilityAssessment

60.000 + Vulnerabilities

Distributed Scanning Capability

Advanced Web Crawler - SQL
Injection - XSS - SSL

Audits any OS
Scan any OS and Network devices

Reports Branding

Detailed Remedies for Identified
Vulnerabilities

Secure Design All Data Stored on
Unit

Option for syslog remote logging
Vulnerability Audit

Launch DoS & DDoS attacks

OS Independent Interface

Bugtraq ID / Mitre CVE / Ubuntu
USN /Microsoft / OSBDB

Automatic Web Crawl! Script Engine
Multi User Support

Launch Real Exploits

Ticket System for full Vulnerability
Management

Option for centralized update point

Distributed Auditing
XML, PDF and HTMLReports

Finds SQL Injection




| Features S SEC P

eatures

Security Audit Features
vV Vulnerability assessment
v 60.000+ vulnerabilities
v Unlimited auditing
v Nosoftware installation
v Advanced audit options
v Launch real exploits
v Security audit any 05
' Automatic web crawl script
+ 0Sindependent interface
v SANS top 20
v Malware Detection

Easy-to-understand Reporting
+ XML PDF and HTML reports
v Reportsbranding allowed
+ Option for syslog remote logging

Distribution Security Auditing
V' Security audit remote locations
from a centralized point
v (Centralized reporting
vV (Centralized data storage
v (Centralized control

Security Audit Configuration
 Virtual host auditing
v Audit spexific ports
v Audit specific web directories
+ Email notification when an audit is finished

Security Scanning of

v Wordpress, Drupal Magento,Shopify, Umraco,
Joomla, Webshops

Finds Cross Site Scripting,

SQL Injection, SSLand Web Errors
v Autormatic web crawling engine identifies
known and unknown files on websites
v Finds Cross Site Scripting
+ Finds SQL Injection
+ Finds Web Errors
+ Black Hat SEO Scanner
v Google Hack DB
v Extensive SSL checks

Multi User Support
+ Supports multiple users to login at the same time
v Individual user accounts with different
audit options and IP ranges
 Individual user security level
' Admin and regular users

Scheduled Auditing
v Automaticscheduled auditing
v Automaticalert about new identified
security vulnerabilities
 Shows new vulnerabilities discovered
and compares them with old records to
show the progress in the security level

Scalable and Upgradeable
+ Al units can be upgraded for network
growth via a software license
 Investment protection

Penetration Testing

v Launch real exploits for Windows, Uniix,
Routers, Firewalls and more

¥ Launch real denial of service attacks

v Launch distributed denial of service
via distributed setup

Automatic Update

 Automatic daily database updates

v Automatic firmware updates with new
features and functionality

 Centralized update point

v Automatic alerts when database is expired

' Option to upload updates manually via the
interface

Support & Maintenance

' One year database subscription included
+/ Option for instant replacement hardware
V' Web-based user interface (https)

' Quick setup wizard

+ Configuration badkup/restore

+ Email alert and logging via syslog

+ Built-in diagnostic function

v Full support induded in price

Security Profile Scanning

¥ 11 Profiles - Quick Scan - Quick Web Scan - Normal
Scan - Full Scan - Firewall Scan - OWASP- Prepare
for PCl - HIPAA - Agressive DoS - SCADA

NIR A& J
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Data Security Platform

The most powerful way to find, monitor, and protect sensitive
data on premises and in the cloud

Rapidly reduce risk, detect advanced threats, and prove compliance

NIR A J



Gain visibility into your critical Combine multiple data streams Solve board-level data security
data and infrastructure to discover security risks problems at scale with automation
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NN VAROMIS
COMPANY OVERVIEW

Varonis Is a pioneer in data security and analytics,
specializing In software for data security, governance,

compliance, classification, and analytics. Varonis detects
Insider threats and cyber attacks by analyzing file activity
and user behavior; prevents disaster by locking down
sensitive data; and efficiently sustains a secure state with

automation.




NN VAROMIS
IF YOUARE

« Enterprise that has file shares on Windows, Active Directory,
Office 365, UNIX/Linux, NAS, SharePoint, or Exchange

« Enterprise with data on-premises, in the cloud, and especially
both

« CISO / C-Level
 Looking for Security
« Having huge IT Storage

 Looking for Governance & Compliance
 Big data analytics




S Nwaronis
QUESTIONS

« Where is your sensitive data, and where is it overexposed?

« Do you know where your sensitive data lives - and who can access it?
« What data is being used, and what'’s stale?

« Who does it belong to, and who has access they don’t need?

« What does normal user behavior look like? Who abuses their access?
* Do you know what your service & privileged accounts are doing?

« How can you tell if your data is secure and living in the right location?

« Can you tell if your core systems are being attacked by malware,
Insider threats, or other security threats?




NN VAROMIS
KEY PAINPOINTS

« Unable to discover, identify, and classify sensitive data

« Vulnerable to data breaches, cyberattacks, and insider threats
« Unable to detect security violations or potential attacks (including
malware and ransomware)

« Difficulty managing permissions and understanding who is accessing,
deleting, moving data

« Unable to identify data owners

« No way of identifying stale data or knowing what data can (or should) be
archived or deleted

« Compliance and regulatory requirements, including GDPR, PCI, SOX,
HIPAA, HITECH, etc.




NN VAROMIS
IF YOUARE LOOKING FOR

« User Behavior Analytics (UBA or UEBA)

« Security Analytics

« Data Classification and/or Indexing

« Data Loss Prevention (DLP)

« e-Discovery

« Security Information and Events Management (SIEM)
« Information Lifecycle Management (ILM)

« Hierarchical Storage Management (HSM)

« ldentity and Access Management (IAM)

« Data Restructuring / Migration / Consolidation

« Governance, Risk, and Compliance (GRC)

« Compliance regulations: GDPR, SOX, HIPPA, PCI




S Nwaronis
ENTERPRISE DATAAND THEINSIDER

THREAT

« Varonis protects enterprise data stored on premises and in the cloud:
sensitive files and emails; confidential customer, patient and
employee data; financial records; strategic and product plans; and
other intellectual property. Recognizing the complexities of data
security, we have built a single integrated platform for security and
analytics to simplify and streamline security and data management.

« Gartner estimates over 80% of organizational data is unstructured,
and it's growing 50% year over year

* Nearly every major security breach starts with an insider, or an
attacker using an insider’s credentials — stealing unstructured data.

* It's a guarantee that some of these insiders exist in your organization.
Every company has them. Varonis helps you stop them.

NIR A& J



S Nwaronis
HOW DOES VARONIS PROTECTDATA

FROM THE INSIDEOUT?

* Prevent data breaches: Detect malware, investigate
suspicious user behavior, and monitor activity on your
data stores.

« Reduce Risk: Discover and classify sensitive data,
manage permissions, and achieve least privilege.

« Achieve Compliance: GDPR | PCI DSS | HIPAA | ISO-
27001 | NIST | and more...




S Nwaronis
ROI

« Reduce OP EX: By introducing automation driven by big
data analytics, Varonis measurably reduces overhead and
Improves the effectiveness of your IT department, and
reduces the risk of a data breach by protecting your most
sensitive data from insider threats.

« Reduce CAP EX: Varonis helps organizations identify
and automatically migrate, archive, or delete stale data, in
many cases saving thousands of dollars in storage costs
per year.
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Netop Remote Control

Netop Remote Control gives you flexible access across platforms, devices and
network segments from a single, secure solution.

Secure Remote Access Connect with confidence to any device, platform, or network.
Consolidated Connectivity Across Multiple Platforms, One solution. All devices.
Cross-platform support, including Windows, Linux, Mac and Android

Centralized management of individual and group roles and permissions

Secure access into complex networks — BFSI, POS, Production

Support for embedded operating systems

Self-hosted or cloud-based Internet connectivity through Netop's secure
communication protocol

Multiple options for multi-factor authentication, including Microsoft Azure

Simplify maintenance and reduce network vulnerability by consolidating support with
a single solution



Netop

Netop Remote Control MAKINGCONNECTIONS

« WHO CHOOSES NETOP?




Netop Remote Control
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Netop Remote Control

» Secure remote access and support

Netop Remote Control

« Flagship product

+ Classic remote support
* LAN/WAN/Internet

« Attended & unattended

« Client/Server based

* Windows, Linux & Mac

- N
Netop On Demand

 Agent-less remote support
« Attended internet-based

« Temporary application

 No footprint

« Windows only

N—

(=]

N
Netop Mobile & Embedded

» Mobile remote support
« Embedded remote support
« Attended & unattended
« Client/Server based

» Windows Mobile & CE

NIRAJ
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Backup & Disaster Recovery Right n Write to reach

NIR &~ ey

#Somansa #FalconGaze #SecureTower #Emsisoft Vembu #GDATA #Acronis #SecPoint #Varonis #Netop

#DALP #Data Leak Prevention #Employee Monitoring #User Behavior Analysis #Productivity Enhancement # Anti Malware
#Backup & Disaster Recovery #Data Backup VAPT #Firewall #Data Backup #Vulnerability Scanner #Penetration Testing #Risk
Management # Threat Analysis #Insider Threats #Compliance #Governance #Remote Control #Remote Access #ATP #EDR
#APT #Endpoint Security #Microsoft #Symantec #McAfee #TrendMicro #Kaspersky #CISCO #Fortinet #Dell #HP #l enovo
#Storage #NAS #Server #IT Security #Network Security #Antivirus #Virtualization
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